Diverse Modules and Zero-Knowledge

Fabrice Ben Hamouda--Guichoux

Thése effectuée a I'ENS
sous la direction de

Michel Abdalla et David Pointcheval

IBM Research

Congres SIF 2017
Vendredi 3 Février 2017



Introduction Diverse Modules Applications Conclusion
©0000 000000 000 o

Introduction

Paed

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congrés SIF 2017 2 /16



Introduction Diverse Modules Applications Conclusion
©0000 000000 000 o

Introduction

P ot

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congrés SIF 2017 2 /16



Introduction Diverse Modules Applications Conclusion

Introduction
o Classical Mathematical proofs
statement e.g., Pythagorean theorem
[ s /‘"—\ D

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congrés SIF 2017 2 /16



Introduction Diverse Modules Applications Conclusion

Introduction
o Classical Mathematical proofs
statement e.g., Pythagorean theorem
[ s /‘"—\ D

a? + b2 = c?

proof w
c b
i a

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congrés SIF 2017 2 /16




Introduction Diverse Modules Applications Conclusion

Introduction
o Classical Mathematical proofs
statement e.g., Pythagorean theorem
[ s /‘"—\ »

a? + b2 = c?

# proof w
c b
H(x, w) =1 o .

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congrés SIF 2017 2 /16




Introduction Diverse Modules Applications Conclusion
©0000 000000 000 o

Introduction

o Classical Mathematical proofs
statement e.g., Pythagorean theorem

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 2 /16



Introduction Diverse Modules Applications Conclusion
©0000 000000 000 o

Introduction

o Classical Mathematical proofs / NP language
statement / word x e.g., Pythagorean theorem

Xe¥XCX = Tw, Z(x,w)=1,

# proof / witness w ?C L i~ia PG
#(x, w) £ 1 -’ :

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 2 /16



Introduction Diverse Modules Applications Conclusion
©0000 000000 000 o

Introduction

o Classical Mathematical proofs / NP language
statement / word x e.g., Pythagorean theorem

Xe¥XCX = Tw, Z(x,w)=1,

— @

# proof / witness w x
Goldbach'’s

Conjecture

A(x,w) =1

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 2 /16



Introduction Diverse Modules Applications Conclusion
©0000 000000 000 o

Introduction

@ Zero-knowledge proofs
e Goldwasser-Micali-Rackoff 1985

o Verifier learns nothing except “x € .£"

—
. X: @
proof / witness w =
¥ Goldbach's e
Conjecture
R(x,w) =1 )

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 2 /16



Introduction Diverse Modules Applications
©0000 000000 000

Introduction

@ Zero-knowledge proofs
e Goldwasser-Micali-Rackoff 1985

o Verifier learns nothing except “x € .£"

Goldbach'’s
Conjecture

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge

Congrés SIF 2017

Conclusion

(o]

2/16



Introduction
©®000

Introduction
Hash Proof Systems / Smooth Projective Hash Functions (SPHFs)

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 3/16



Introduction Diverse Modules Applications Conclusion
©®000 000000 000 o

Introduction
Hash Proof Systems / Smooth Projective Hash Functions (SPHFs)

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congrés SIF 2017 3/16



Introduction Diverse Modules Applications Conclusion
©®000 000000 000 o

Introduction
Hash Proof Systems / Smooth Projective Hash Functions (SPHFs)

@ Introduced by Cramer and Shoup [CS02]

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 3/16



Introduction Diverse Modules Applications
©®000 000000 000

Introduction
Hash Proof Systems / Smooth Projective Hash Functions (SPHFs)

@ Introduced by Cramer and Shoup [CS02]
— IND-CCA encryption scheme [CS98]

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge

Congrés SIF 2017

Conclusion

3/16



Introduction Diverse Modules Applications Conclusion
0@000 000000 000 o

Introduction
Hash Proof Systems / Smooth Projective Hash Functions (SPHFs)

@ Introduced by Cramer and Shoup [CS02]
— IND-CCA encryption scheme [CS98]

@ Applications:

o Password-Authenticated Key Exchange
(PAKE) [KOYO1, GLO3, KV11]
Oblivious Transfer [Kal05, ABB*13]
Relatively-Sound / Dual-System NIZK [JR12, JR14]
Zero-Knowledge Arguments [BBC'13]
Witness Encryption [GGSW13]

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 3/16



Introduction Diverse Modules Applications Conclusion
©®000 000000 000 o

Introduction
Hash Proof Systems / Smooth Projective Hash Functions (SPHFs)

@ Introduced by Cramer and Shoup [CS02]
— IND-CCA encryption scheme [CS98]

o Applications:

o Password-Authenticated Key Exchange
(PAKE) [KOY01, GLO3, KV11]
Oblivious Transfer [Kal05, ABB*13]
Relatively-Sound / Dual-System NIZK [JR12, JR14]
Zero-Knowledge Arguments [BBC'13]
Witness Encryption [GGSW13]

® 6 o o

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congrés SIF 2017 3/16



Introduction Diverse Modules Applications Conclusion
©®000 000000 000 o

Introduction
Hash Proof Systems / Smooth Projective Hash Functions (SPHFs)

@ Introduced by Cramer and Shoup [CS02]
— IND-CCA encryption scheme [CS98] Simple languages

o Applications:

o Password-Authenticated Key Exchange
(PAKE) [KOY01, GLO3, KV11]
Oblivious Transfer [Kal05, ABB*13]
Relatively-Sound / Dual-System NIZK [JR12, JR14]
Zero-Knowledge Arguments [BBC'13]
Witness Encryption [GGSW13]

® 6 o o

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congrés SIF 2017 3/16



Introduction Diverse Modules Applications Conclusion
©®000 000000 000 o

Introduction
Hash Proof Systems / Smooth Projective Hash Functions (SPHFs)

@ Introduced by Cramer and Shoup [CS02]
— IND-CCA encryption scheme [CS98] Simple languages

o Applications:
o Password-Authenticated Key Exchange

(PAKE) [KOY01, GLO03, KV11] More
o Oblivious Transfer [Kal05, ABB*13] Complex
o Relatively-Sound / Dual-System NIZK [JR12, JR14] Languages
o Zero-Knowledge Arguments [BBC'13]
o Witness Encryption [GGSW13]

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congrés SIF 2017 3/16



Introduction
0000

Smooth Projective Hash Functions (SPHFs)

Definition

NP language . xe€ X CX <— 3Tw, Z(x,w)=1

HashKG G

hk & HashKG()

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 4 /16



Introduction
0000

Smooth Projective Hash Functions (SPHFs)

Definition

NP language . xe€ X CX <— 3Tw, Z(x,w)=1

s} {0 ()

hk & HashKG()
H <« Hash(hk, x)

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 4 /16



Introduction
0000

Smooth Projective Hash Functions (SPHFs)

Definition

NP language . xe€ X CX <— 3Tw, Z(x,w)=1

HashKG Hash @

PI’OJKG

hk & HashKG()

H <« Hash(hk, x)
hp < ProjKG(hk)

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congrés SIF 2017

4/ 16



Introduction
0000

Smooth Projective Hash Functions (SPHFs)

Definition

NP language . xe€ X CX <— 3Tw, Z(x,w)=1

HashKG G

hk & HashKG()

H <« Hash(hk, x)
hp < ProjKG(hk)
pH <« ProjHash(hp, x, w)

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 4 /16



Introduction
0000

Smooth Projective Hash Functions (SPHFs)

Definition

NP language . xe€ X CX <— 3Tw, Z(x,w)=1

HashKG G

hk & HashKG() e

H <« Hash(hk, x)
hp < ProjKG(hk)
pH <« ProjHash(hp, x, w)

4
H = pH if %(x, w) = 1

<«

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congrés SIF 2017

correctness

4/ 16



Introduction
0000

Smooth Projective Hash Functions (SPHFs)

Definition

NP language . xe€ X CX <— 3Tw, Z(x,w)=1

HashKG Hash @
4

PI’OJKG random if x ¢ &

hk & HashKG()

H <« Hash(hk, x)
hp + ProjKG(hk) smoothness
pH <« ProjHash(hp, x, w)

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congrés SIF 2017

4/ 16



Introduction
000e0

Direct Applications of SPHFs

Honest-Verifier Zero-Knowledge Proofs

Bob wants to prove to Alice that x € .Z.

e N s N

Alice Bob
;C {7 w

hk & HashKG()
hp 4+ ProjKG(hk)
H < Hash(hk, x)

hp N

pH < ProjHash(hp, x, w)
pH

accepts if H = pH

(. J A J

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 5/ 16



Introduction
000e0

Direct Applications of SPHFs

Implicit Arguments

Alice wants to send M to Bob if x € .Z.

~

(.

Alice
XM

hk & HashKG()
hp 4+ ProjKG(hk)
H < Hash(hk, x)

~N

hp, ¢ = Hxor M

Fabrice Benhamouda (IBM)

Diverse Modules and Zero-Knowledge

Bob

XJW

pH < ProjHash(hp, x, w)
M’ + ¢ xor pH

Congrés SIF 2017

5/16



Introduction
ooooe

Agenda

@ Diverse Modules
@ Languages Handled by SPHFs?
o ElGamal
@ Diverse Modules
@ Conjunctions and Disjunctions

© (Implicit) Zero-Knowledge Arguments and Applications
@ (Implicit) Zero-Knowledge Arguments
@ Application to Two-Party Secure Computation

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congrés SIF 2017

6/ 16



Diverse Modules

Languages Handled by SPHFs?

@ Any NP language?

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 7/ 16



Diverse Modules

Languages Handled by SPHFs?

@ Any NP language?
e = polynomial hierarchy collapses [GGSW13]

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 7/ 16



Diverse Modules

Languages Handled by SPHFs?

@ Any NP language?
e = polynomial hierarchy collapses [GGSW13]

@ This thesis: “algebraic languages”

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 7/ 16



Diverse Modules

Languages Handled by SPHFs?

@ Any NP language?
e = polynomial hierarchy collapses [GGSW13]

@ This thesis: “algebraic languages”

o Diverse vector spaces: . subspace of vector space X
algebraic languages over prime-order cyclic groups

Fabrice Benhamouda (IBM) Diverse Modules and Zero-Knowledge Congres SIF 2017 7/ 16



Diverse Modules

Languages Handled by SPHFs?

@ Any NP language?
e = polynomial hierarchy collapses [GGSW13]

@ This thesis: “algebraic languages”

o Diverse vector spaces: . subspace of vector space X
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Diverse Vector Spaces [CS02, BBCPV Crypto'13]
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Why Diverse Modules?

@ Diverse vector spaces / diverse modules:

e algebraic representations of languages
o language .Z submodule of X
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Conjunctions and Disjunctions [ABP Eurocrypt'15]

& is a subspace of a vector space X' ~ Z

@ Conjunction of £ C X7 and % C Ab:

.i”::flx.,% - Xlx.)('g:ZX

@ Disjunction of & C &7 and % C Xs:

L = (flxXz)U(Xlez) C X xXH=X

But wait!
Z is not a vector space and (Z) = X!

Idea: Tensor Product

L={(LAXH)UMeR) C XoXh=4~X
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Direct Applications of SPHFs

Honest-Verifier Zero-Knowledge Proofs

Bob wants to prove to Alice that x € .Z.

~

Alice
X

hk & HashKG()
hp 4+ ProjKG(hk)
H < Hash(hk, x)

accepts if H = pH

(.

~N

hp N

Bob

XJW

pH

pH < ProjHash(hp, x, w)
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Applications of SPHFs for Disjunction of Languages

Zero-Knowledge Arguments [BBCPV Crypto'13]

x

Bob wants to prove to Alice that x5 € .7 in zero-knowledge.

(x1, 2) — CRS: 1

~

(.

~N

Alice
X1

hk & HashKG()
hp 4+ ProjKG(hk)
H < Hash(hk, x)

hp

Bob

X1, W1

pH

pH < ProjHash(hp, x, w1)

accepts if H = pH
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Direct Applications of SPHFs

Implicit Arguments

Alice wants to send M to Bob if x € .Z.
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Applications of SPHFs for Disjunction of Languages

Implicit Zero-Knowledge Arguments (iZK) [BCPW, Crypto’'15]

Alice wants to send M to Bob if x3 € A4
in zero-knowledge. x = (11, 12) — CRS: 1

~

Alice
x1, M

hk & HashKG()
hp 4+ ProjKG(hk)
H < Hash(hk, x)

(.

~N

hp, ¢ = Hxor M
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Application to Two-Party Secure Computation

Alice has input a, Bob has input b, Bob wants to get f(a, b)

Alice Bob
a b

. J . J
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Alice has input a, Bob has input b, Bob wants to get f(a, b)

Honest but curious — malicious

~

( .
Alice
a

-

iZK

iZK

.
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